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Polomolok Water District
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I. OVERVIEW

Purpose:

This PoIWD FOI People's Manual is to provide the process to guide and assist the POLOMOLOK

WATER DISTRICT (PolWD) in dealing with requests of information received under Executive

Order (E.O.) No.2 on Freedom of lnformation (FOl). (Annex "A"l

Structure of the Manual

This Manual shall set out the rules and procedures to be followed by the PoIWD when a

request for access to information is received. The General Manager is responsible for all

actions carried out under this Manual and may delegate this responsibility to key personnel

of the PoIWD as may be designated from time to time and as approved by the Board of

Directors. The General Manager may likewise delegate specific officers to act as the Decision

Makers (DMs), who shall have overall responsibility for the initial decision on FOI requests,

(i.e. to decide whether to release all the records, partially release the records or deny access).

Coverage of the Manual

The Manual shall cover all requests for information directed to PoIWD

FOI Receivlng Officer/s (FROs) and Functlons

There shall be an FOI Receiving Officer/s (FRO) designated at PolWD. The FRO shall hold office

at the Admin Office or at the Office of the General Manager and shall perform the following

functions:

1. Receive all requests for information and conduct initial evaluation of the request;

2. Advise the requesting party on whether the request will be forwarded to the FOI

Decision Maker for further evaluation, or, if the information is already in the PoIWD

website, advice the requestor accordingly;

3. Forward the request to the appropriate FOI Decision Maker who has custody of the

records;
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4. Monitor and expedite all FOI requests and appeals;

5. Provide assistance to the FOI Decision Maker/s;

6. Provide assistance and support to the public and staff with regard to FOI;

7. Compile statistical information as required on requests of FOI nature.

FOI Decision Maker/s (FDMs) and Functions

The various department/division managers of PoIWD are designated as the FOI Decision

Maker/s (FDM). The FDM shall have the following functions:

1. Evaluate the request for information;

2. Endorse to the Administrator the grant of the request either completely or partially,

or denial of the request.

The Administrator and Functions

The administrator shall refer to the General Manager (GM) of PoIWD who makes the final

decision on the approval or denial ofthe request. ln case where the Administrator is on official

leave, the Officer-in-Charge will be designated on his/her behalf.

Bases for Denlal of Request

A request can be evaluated for denial on the following grounds:

1. PoIWD does not have the information requested;

2. The information requested contains sensitive personal information protected by the

Data Privacy Act of 2012; (Annex "8")

3. The information requested falls under the list of exceptions to Fol; or

4. The request is an identical or substantially similar information requested by the

same requesting party which had already been previously granted or denied by

PolWD.

5. The requested information is already posted in the PoIWD website.
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Polomolok Water District

@
FOI Appeals and Review Committee (FARC) and Functions

There shall be an FOI Appeals and Review Committee composed of three (3) employees

designated by the General Manager to review and analyze the grant or denial of request of

information. The Committee shall endorse to the Administrator the proper response/action

on the appeal. The Administrator makes the final decision on the appeal taking into

consideration the endorsement of the Committee.

II. GLOSSARY AND DEFINITION OF TERMS

Consultation. A process when a government office locates a record that contains information of
interest to another office or another person, it will ask for the views of that other agency on the
disclosability of the records before any final determination is made.

Exceptions. Information that should not be released and disclosed in response to an FOI request
because they are protected by the Constitution, laws or jurisprudence.

Freedom of lnformation (Fol). The Executive Branch recognizes the right of the
people to information on matters of public concern, and adopts and implements a policy of full
public disclosure of all its transactions involving public interest, subject to the procedures and

limitations provided in Executive Order No. 2. This right is indispensable to the exercise ofthe right
of the people and their organizations to effective and reasonable participation at all levels of
social, political and economic decision-making.

FOI Contact. The name, address and phone number of PoIWD where you can make an Fol request.

FOI Request. A written request submitted to PolwD office personally or by

email asking for records on any topic.

FOI Receiving Office. Refers to PoIWD office where the requesting party can call and ask questions
about the FOI process or the pending FOI request.

Frequently Requested lnformation. lnformation released in response to an FOI request that
PoIWD determines have become or are likely to become the subject of subsequent requests for
substantially the same records.
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Full Denial. When PoIWD cannot release any records in response to an FOI request, because, for
example, the requested information is exempt from disclosure in its entirety or no records

responsive to the request could be located.

Full Grant. When PoIWD office is able to disclose all records in full in response to an FOI request.

lnformation. Shall mean any records, documents, papers, reports, letters, contracts, minutes and

transcripts of official meetings, maps, books, photographs, data, research materials, films, sound

and video recording, maBnetic or other tapes, electronic data, computer stored data, any other
like or similar data or materials recorded, stored or archived in whatever format, whether offline
or online, which are made, received, or kept in or under the control and custody of PoIWD
pursuant to law, executive order, and rules and regulations or in connection with the performance
or transaction of its official business.

lnfotmation for Disclosure. tnformation promoting the awareness and understanding of policies,

programs, activities, rules or revisions affecting the public, PolWD, and the community and

economy. lt also includes information encouraging familiarity with the general operations, thrusts,

and programs of the government. ln line with the concept of proactive disclosure and open data,

these types of information can already be posted to PoIWD website, without need for written
requests from the public.

Multi-track Processing. A system that divides incoming FOI requests according to their complexity
so that simple requests requiring relatively minimal review are placed in one processing track and

more complex requests are placed in one or more other tracks. Requests granted expedited
processing are placed in yet another track. Requests in each track are processed on a first in/first
out basis.

official Record/s, Shall refer to information produced or received by officer or employee of PoIWD

in an official capacity or pursuant to a public function or duty,

Partial Grant/Partial Denial. When PoIWD is able to disclose portions of the records in response

to an FOI request, but must deny other portions ofthe request.

Pending Request or Pending Appeal. An FOI request or admlnistrative appeal for which PoIWD

has not yet taken final action in all respects. lt captures anything that is open at a given time
including requests that are well within the statutory response time.
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Personal lnformatlon. Shall refer to any information, whether recorded in a material form or not,
from which the identity of an individual is apparent or can be reasonably and directly ascertained
by the entity holding the information, or when put together with other information would directly
and certainly identify an individual.

Proactive Disclosure. lnformation made publicly available by PoIWD without waiting for a specific
FOI request.

Public Records, Shall include information required by laws, executive orders, rules, or regulations
to be entered, kept, and made publicly available by PolWD.

Public Service Contractor. Shall be defined as a private entity that has dealing, contract, or a
transaction of whatever form or kind with PolWD.

Received Request or Received Appeal. An FOI request or administrative appeal that PoIWD has
received within a fiscal year.

Referral. A process when PoIWD locates a record that originated with, or is of otherwise primary
interest to another agency, it will forward that record to the other agency to process the record
and to provide the final determination directly to the requester.

Sensitive Personal lnformation, As defined in the Data Privacy Act of 2012, shall refer to personal
information:

1. About an individual race, ethnic origin, marital status, age, color, and religious
philosophical or political affiliations;

2. About an individual health, education, genetic or sexual life of a person, or to any
proceedings for any offense committed or alleged to have committed by such
person, the disposal of such proceedings or the sentence of any court in such
proceedings;

3. Issued by government agencles peculiar to an indlvidual which includes, but not
limited to, socialsecurity numbers, previous or current health records, licenses or its
denials, suspension or revocation, and tax returns; and

4. Specifically established by an executive order or an act of Congress to be kept
classified.
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Perfected Request. An FOI request, which reasonably describes the records sought and is made
in accordance with the PoIWD's regulations.

Processed Request or Processed Appeal. The number of requests or appeals where polwD has
completed its work and sent a final response to the requester.
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Simple Request. An FOI request that PoIWD anticipates will involve a small volume of material or
which it will be able to process relatively quickly.

III. PROTECTION OF PRIVACY

1. While providing for access to information, the PoIWD shall afford full protection to a person's
right to privacy, pursuant to the Data Privacy Act of 2012, (See Annex "8"1, to wit:
a. The PoIWD shall ensure that personal information, particularly sensitive personal

information, in its custody or under its control is disclosed only as permitted by existing
laws;

b. The PoIWD shall protect personal information in its custody or under its control by making
reasonable security arrangements against unauthorized access, leaks or premature
disclosure;

c. The FRO, FDM, or any employee or official who has access, whether authorized or
unauthorized, to personal information in the custody of the PolWD, shall not disclose that
information except as authorized by existing laws.

2. Requests and release of information pertaining to personnel records shall be made pursuant
to CSC Memorandum Circular No.56, s. 1990.

IV. STANDARD PROCEDURE

1. Receipt of Request for lnformation
a. The FOI Receiving Officer (FRO) shall receive the request for information from the

requesting party and check compliance of the following requirements:

. The request must be in writing;

. The request shall state the name and contact information ofthe requesting party, as

well as provide valid proof of identification or authorization;

r The request shall reasonably describe the information requested, and the reason

for, or purpose of, the request for information. (See Annex "F-1") and

. The request can be made through e-mail at polwdterdlstrict@gmall,com, or fax at

Tel. No. (083)500-8008 provided that a scanned copy of the FOI application request

which can be downloaded at PoIWD website (www.polwaterdistrict.gov.phl and a

duly recognized government lD shall be attached.
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b. ln case the requestint party is unable to make a written request, because of illiteracy or

due to being a person with disability, he or she may make a request in person, and to be

assisted by the FRo.

c. The request shall be stamped received by the FRO, indicating the date and time of the

receipt of the written request, and the name, rank, title and position of the public officer

who actually received it, with a corresponding signature and a copy, furnished to the

requesting party.

ln case of email requests, the email shall be printed out and shall follow the procedure

mentioned above and shall also be acknowledged by electronic mail. The FRO shall input

the details of the request on the FOI Record Book and thru electronic means.

d. The PolWD must respond to requests promptly, within fifteen (15) working days following

the date of receipt of the request. A working day is any day other than a Saturday, Sunday

or a day which is declared local and national public holidav in the Philippines. ln computing

for the period, Art. 13 of the New Civil Code shall be observed. The date of receipt of the

request will be either:

. The day on which the request is physically or electronically delivered to PolWD, or

directly into the email inbox of PoIWD website; or

. lf PoIWD asked the requesting party for further details to identify and locate the

requested information, the date on which the necessary clarification is received.

Should the requested information need further details to identify or locate, then the

fifteen (15) working days will commence the day after it receives the required clarification

from the requesting party. lf no clarification is received from the requesting party after

sixty (50) calendar days, the request shall be closed.
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Polomolok Water District

2. Evaluation of the Request

After receipt of the request for information, the FRO shall evaluate the contents of the

request.

a. Request relating to more than one unit under the PoIWD

lf a request for information is received which requires to be complied with by

different units, the FRO shall forward such request to the units concerned and

ensure that it is well coordinated and monitor its compliance. The FRO shall also

clear with the respective units that they will only provide the specific information

that relates to their offices.

b. Requested information is not in the custody of the PolwD

lf the requested information is not in the custody of the PoIWD following referral

and discussions with the concerned FDM, the FRO shall undertake the following

steps:

. lf the records requested refer to another government agency, the request will

be immediately transferred to such appropriate agency through the most

expeditious manner and the PoIWD (as transferring office) must inform the

requesting party that the information is not held within the 15-working day

limit. The 15- working day requirement for the receiving office commences the

day after it receives the request.

.lftherecordsrefertoanofficenotwithinthecoverageofE.O.No.2(i.e.,private

company), the requesting party shall be advised accordingly and provided with

the contact details of that office, if known.

c. Requested information is already posted and available on PoIWD website

Should the information being requested is already posted and publicly available in

the PoIWD's website, the FRO shall inform the requesting party of the said fact and

provide them the website link where the information is posted.
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d. Requested informatlon is substantially similar or identical to the previous request

Should the requested information be substantially similar or identical to a previous

request by the same requester, the request shall be denied. However, the FRO shall

inform the applicant of the reason of such denial.

e. Requested information is under the Exception List

lf the requested information is covered in the Exception List, the FRO shall consult

with the concerned FDM if the requested document can indeed not be given to the

requesting party. The requesting party should be properly informed of the denial

and the reason for the denial. Covered under the Exception List are the following

information:

. Minimum Performance Standards and Specifications (MPSS)

. Bidding Documents prior to Advertisement, pursuant to R.A. 9184 or the

Government Procurement Reform Act

. Those to be provided by the Presidential Communications Operations Office

(Pcoo)

f. Requested information is under Restricted lnformation

lf the requested information is under the Classified lnformation List, the FRO should

consult with the concerned FDM regarding the necessary precautionary procedure

before releasing the requested information, or denial of the request, whichever is

applicable, pursuant to MC No. 78, s. 1954 and other pertinent laws. Covered in the

Restricted List are the following information:

r Transcripts and Minutes of the Board Meetings

. Bidding documents after submission, pursuant to R.A. 9184

. Personal information pursuant to Data Privacy Act of 2012, CSC MC No. 55, s.

1990 and other pertinent laws
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3. Transmittalfrom FRO to FDM

After receipt of the request for information, the FRO shall evaluate the information belng

requested, and notify the FDM of such request. The copy ofthe request shall be forwarded to

concerned FDM within one (1) day from receipt of the written request.

The FRO shall record the date, time and name ofthe FDM who received the request in a record

book with the corresponding signature of acknowledgement of receipt of the request.

4. Processing the request

Upon receipt of the request for information from the FRO, the FDM shall assess and cla rlfy the

request if necessary. He or she shall make all necessary steps to locate and retrieve the

information requested.

The FDM shall ensure that the complete information requested be submitted to the FRO

within 10 days upon receipt of such request. ln case the submission is beyond the 10-day

period, the FRO shall note the date and time of receipt of the information from the FDM and

report to the PoIWD Administrator or his/her designate. lf the FDM needs further details from

the requesting party to identify or locate the information, he shall, through the FRO, seek

clarification from the requesting party. The clarification shall stop the running of the 15

working day period which will commence the day after it receives the required clarification

from the requesting party.

5. Role of FRO to Transmit the Clarificatory information of the FDM to the Requesting Party

Upon receipt of the requested clarificatory information from the FDM, the FRO shall ensure

that the requested information is complete. He shall attach a cover/transmittal letter signed

by the PoIWD Administrator or his/her designate and ensure the transmittal of such to the

requesting party within 15 working days upon receipt of the request for more information.
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6. Request for an Extension of Time

The FDM should inform the FRO lf the information requested requires extensive search of the

PoIWD's office records facilities, or examination of voluminous records. The FRO shall inform

the requesting party of the extension, setting forth the reasons for such extension. ln no case

shall the extension exceed twenty (20) working days on top of the mandated fifteen (15)

working days to act on the request, unless exceptional circumstances warrant a longer period.

7. Notice to the Requesting Party of the Decision

The FDM endorses the approval or denial of the request to the Administrator who shall make

the final decision on PoIWD's action on the request, The FRO shall prepare the final response

of PoIWD to the requesting party either in writing or by email.

a. Approval of Request

ln case of approval, the FRO, in consultation with the FDM, shall ensure that all

records that have been retrieved and considered be checked for possible

exemptions, prior to actual release. The FRO shall prepare the letter or email

informing the requesting party within the prescribed period that the request was

granted and be directed to pay the applicable fees, if any.

b. Denial of Request

ln case of denial of the request wholly or partially, the FRO shall, within the

prescribed period, notify the requesting party of the denial in writing. The notice

shall clearly set forth the ground or grounds for denial and the circumstances on

which the denial is based. Failure to notify the requesting party of the action taken

on the request within the period herein provided shall be deemed a denial of the

request to information.
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V. REMEDIES IN CASE OF DENIAL OF REQUEST

A person whose request for access to information has been denied may avail himself of the

remedy set forth below:

1. Administrative FOI AppealtotheFOl Appealsand Review Committee: Provided, that the

written appeal must be filed by the same requesting party within fifteen (15) calendar

days from the notice of denial or from the lapse of the period to respond to the request.

a. Denial of a request may be appealed by filing a written appeal to the PoIWD FOI

Appeals and Review Committee wlthln fifteen (15) calendar days from the notice of

denial or from the lapse of the period to respond to the request.

b. The appeal shall be decided by the FOI Administrator upon the recommendation of

the FOI Appeals and Review Committee within thirty (30) worklng days from the

filing of said written appeal. Failure to decide within this prescribed period shall be

deemed a denial of the appeal.

2. Uponexhaustion of administrative FOI appeal remedies, the requesting party may file the

appropriate judicial action in accordance with the Rules of court.

VI. REqUESTTRACKING SYSTEM

The PoIWD shall establish a system to trace the status of all requests for information received by

it, which may be paper-based, on-line or both. The information on the said tracking system will

form the bases for the contents of the Annual FOI Report to be submitted to the PCOO.

vil. FEES

1, No Request Fee

The PoIWD shall not charge any fee for accepting requests for access to information.
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2, Reasonable Cost of Reproductlon and Copyin8 of the lnformation

The FRO shall immediately notify the requesting party in case there shall be a

reproduction and copying fee in order to provide the information. Such fee shall be the

actual amount spent by the PoIWD in providing the information to the requesting party.

The schedule of fees shall be posted by the PolWD.

3. Exemptlon from Fees

The PoIWD may exempt any requesting party from payment offees, upon request stating

the valid reason why such requesting party shall not pay the fee.

VIII. "NO WRONG DOOR POLICY FOR FOI"

Guidelines on the referral of requested information official record/s and public record/s to the

appropriate agency.

Purpose. This rule seeks to set Buidelines for the referral of any requested information, official

record/s, or public record/s to the appropriate government agency by another agency which

does not have in its possession or custody the requested information or records, or is not

authorized to release the information to the public.

Coverage. This Order shall cover all government agencies under the Executive branch

implementing the FOI Program, pursuant to EO No. Z, s. 20L6 and all other related issuances,

and applies to both paper-based and electronic form of requesting information.

Request for lnformatlon. Any person who requests for access to information shall comply with

Section 9 of EO No.02, s.2016 and all other pertinent laws, existing rules and regulations,

issuances, and orders. For purposes of this rule, information and records shall refer to

information, official record/s, or public record/s as defined under EO No. 02, s. 2016.
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Acceptance of Request, As a general rule, all fully compliant requests for information shall be

accepted by the FOI Receiving Officer (FRO) and FOI Decision Maker (FDM), No request for

information shall be denied or refused acceptance by a government office unless the reason for

the request is contrary to the Constitution, pertinent laws, existing rules and regulations, or it

is one of the exceptions provided under the inventory of Exceptions.

Process of Referral. When the requested information is not in the possession of a government

agency (government agency no. 1or GA1), but is available in another government aBency

(government agency no. 2 or GA2) under the Executive Branch, the request shall be immediately

referred by GA1 to GA2 through the most expeditious manner but not exceeding three (3)

working days from the receipt of the request. This shall be considered as the "First Referral"

and a fresh period will apply.

lf GA1 fails to refer the request within three (3) working days upon its receipt, the FRO shall act

on it within the remaining period to respond pursuant to EO No. 02, s. 2016. No fresh period

shall apply.

GA2, to whom the request was referred under the First Referral may subsequently refer the

request to another government agency (government agency no. 3 or GA3) under the procedure

set forth in the first paragraph of this Section. This shall be considered as the "Second Referral"

and another fresh period shall apply.
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lf GA1, in good faith, erroneously referred the request to GA2, the latter shall immediately notify

the former as well as the requesting party, that the information requested is not available in

their agency.
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Referrals under this order shall only be limited to two (2) subsequent transfers of request. A

written or email acknowledgement of the referral shall be made by the FRO of the government

agency where it was referred.

The requesting party shall be notified of the referral and must be provided with the reason or

rationale thereof, and contact details of the government office where the request was referred.

FOI lnternal Messenger. The FOI-PMO shall create a "FOl lnternal Messenge/'. Such feature

shall be included in the dashboards of FRos and FDM5, located at the E-Fol portal or

rvwrv.foi. sov. oh. where all FROs and FDMs can ask or confirm with each other on which agency

has the control and custody of any information or record being requested.

Please see Annex "G" of this Circular for the No Wrong Door Policy Flow Chart.

Status of the Request. A request that is referred to the appropriate government agency is

considered successful if the same is acknowledged and the requested information is disclosed

to the requestor.

lf GA3, after the second referral, still cannot provide the information requested, it shall deny

the said request and shall properly notify the requesting party.

ln all phases of the referral, the requesting party shall be informed in writing, email, and/or

through the eFOl of the status of his/her request.
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lnventory of Receiving Officers and Decision Makers, and Agency lnformation lnventory.

For the convenience of all FROs and FDMS in implementing this Circular, an inventory of the

names and contact details of all designated FROs and FDMs of government agencies, and an

Agency lnformation lnventory (All) shall be compiled by the FOI-PMO.

The FOI-PMO shall be the central repository of the inventory of all designated FRos and FDMs

and shall collate and update the names and contact information of the designated FROS and

FDMs of each Bovernment agency.

The inventory shall be posted at the eFOl portal, www.foi.sov.ph. FOI-PMO shall strictly adhere

to Republic Act No. 10173 or the Data Privacy Act of 2012,

To assist the FROS in locating the requested information or record, an annual updating of the

All shall be required of all agencies on-boarded on the eFOl Portal, The consolidated inventory

of information shall likewise be made available in the dashboard of the FRO and FDM for ease

of access and information.

IX. ADMINISTRATIVELIABILITY

Failure to comply with the provisions of this Manual may be a ground for administrative and

disciplinary sanctions against any erring public officer or employee as provided under existing

laws or regulations.

X. APPROVAT

This Manual is hereby approved and adopted per Board Resolution No. 17-41, Series of 2017

dated 28 September 2017 at Polomolok Water District, Polomolok, South Cotabato, Philippines.
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BY THE PRESIDENT OF T}IE PHILIPPINES

EXECUTIVE ORDER NO. I)2

OPERATIONALIZING IN THE EXECUTIVE BRANCI{ THE PEOPLE'S
CONSTITUTIONAL RIGHT TO INFORMATION AND THE STATE
POLICIES OF FUI-L PUBLIC DISCLOSURE AND TRANSPARENCY
IN THE PUBLIC SERVICE AND PROVIDING GUIDELINES
TI{ EREFOR

WHEREAS, pur-suant to Section 28, Article ll of the 1987 Constitutiorr, the
State adopts and implements a policy of full public disclosure of all its transactions
involving public irrterest, subiect to reasorrable conditions presoribecl by law,

WHEREAS, Sectioll 7, Article lll of the Cor]stitution guarantees the riglrt ol tlre
people to information on matters of public concent,

WHEREAS, the incorporation of this riglrt in tlle Constittrtion is a recogniliorr ()F

tlle funclamental fole of free and open exchange of inlornration in a democracy, rrreant
to enhance lransparency end accountabitity in government official acts, transactions,
or clecisions,

WHEREAS, the Executive l3fanch recognizes the urqent nee(l to
onerationalize these Constitutional provisiorrs;

WHEREAS, the Presitlent, under SecliorlI i, Atticle Vll of the Constittrtion,
has oontrol over all executive deparlnrents, bureaus and offices, and the duty to
ensure that the laws be failhfully executed,

WHEREAS, the Data Privacy Act ot 2o1? (R.A. 101 73), irrcludtrrg its
hrrplementing Rules and Regtllations, skerr!,thens the funtlanrental human riglrt o[

Irrivacy ancl of communication while ensurillg the ftee flow crf in[ornlation [o pron]ote
inrrovalion and growlh; I

NOW, I'I1EREFORE, l, RODRIGO ROA DUTERTE, President of rthe
Philifrpines, by virtue of the powers veste(l ilt rne by the Constitution and existillg:laws,
rlo hereby order: . .i

I l ll1 l'ltllsllrliN l Ol ll ll' l'l lll.ll'l'll!Uli



SECTION 1. Definition. l:or ttre pulpose of ll.tis l-xectrtive Order, llte followilrq
lerrns shall nrean

(a) "lnfonnation" shall nlean any records, (loctrnetrts. papers. rel)orts,
letters, conlracts, mirrutes ancl trarrscripts r:f official rneetings, maps,
books, photograplrs, data, research materials, lilms, sound and vicleo
recordirrgs, tnagnetic or otlrer tapes. electronic data, cornputer-stored
clata, or any other like or sinrilar data or rnaterials Iecorded, sloted or
arcltived in whatever format, whetlrer oflline or or'rline, wllich are [lade,
received, or hept in ot under lhe control and ctlstody of any governnlenl
offlce pursuant to law, exect(ive order, and rttles and regttlations or irt
connection with tlre pertormarlce or tra[saction of official t]usiness by
any government office.

(b) "Ofiicial [ecord/records" shall refer to inforrnation produced or received
by a public officer or enlployee, or by a governrnent office ln an official
capacity ol pursuant lo a pt.tblir: function or dtrly

(c) "Pttblic record/rer:ortls ' shall include r,rfo natior'r reqUi[e(l by laws,
executive orders, rules, or regulations to l)e entered, l(epl arrcl nlade
publicly available by a goverrurrent oflice.

SECTION 2. Coverage This order shall cova all goverrnent otfices uncier
lhe Executive Elranch, inclucling lrul nol lirrited to the nalional governmenl and all i(s
r.rffices, depa[tnrents, bureaus, and irrs(rurnel]talities, including govenrnrent-owned or
-r:orrtrolled corporatiorrs, and state universilies antl colleges. Local governlrrent units
(LGUS) are enjoined to observe and lle guided by this Or(ler

SECTION 3. Access to lnforrnatiolr. [:very Filipirro slrall have access tr)
ir)Fonnation, otflcial records, public records, and docunrents ancl papers pertaitring to
official acts, transactions or decisiorrs, as well as to govetnrnerrt research (lata used
as basis for policy developrlrenl.

'I lre Office oI the Presidet\t sl]all thereafter illlltlediately circularize
itrvenlory of exceptions for tlre gtticlattce ol all goverrrmetrt offices
instrunrentalilies covelecl by tlTis Order arrcl llre general pulllic

tlre
arrrl

Said inverrtory of exceptions slrall periotlically lre tlpdated [o prolrerly retlect
arry clrange in existlng law and iurisP(tldence and the Del)arhnent of JLtstice arld tlre
Offk:e of tlte Solicitor General are directed lo tqrr.lale tlre inventory of exceptions as

)

SECTION 4. Exception. Access to irrfonnatiorr slrall be denaed when the
infornration falls under any of lhe exceplions enslrrrrrer.l in lhe Constitution. existing
laws ()r jurispruclence.

The Department of Justice anrj the Otfice of the Solicitor Gerreral are lreret-ry
clirected to prepare an inventory of such excefitions and sub|nit lhe sanre tn the Office
of tlre Presidertt within thirty (30) calendar tlays fronr the date of effectivity of this
Order.



the need to do so arises, for circularization as hereinabove stated

SECTTON 5. Avallability of SALN. Srjbjecl lo the provisiolrs cbntained irr
Seclions 3 and 4 of this Order, all public officials are rernirrded of their obligatlon to file
and rnake available for scnttiny thelr Slaternerrts of Assets, Liabilities And Nbt Worth
(SALN) in accordance with existing laws. rules and regulations, an'd tlre,6pirit an(l
letter of this Order

SECTION 6. Applicatlon an(l lnterpretation. 'Ilrere shall be a legal
l)resumption in favor o{ access lo lnforrnation, public records and official records No
request lor infofl atiolr shall be deniecl unless it clearly falls under any ol lhe
exceptions llsted in the hlventory or updaled invenlory of excel:tiorrs circularized by
the Of{ice of tlre President as provided in Section 4 hereof

The deternlination of the appltcabilily of any of the exceptions to the request
shall be the responsibility of the l-lead of the Otfice which has custody or control of the
infornration, public record or of{icial record, or of the responsible central or field officer
dtily designated by l.rirtr in writing.

lIr making such deternrination, the l-lead of the Office or his designated oflicer
slrall exercise reasonable cliligence to ensule tlral no exception shall be used or
availed of to deny any request for infornration or access to public records or official
records if the denial is hrtended primarily and purposely to cover up a crirne,
wrongdoing, graft or corruption.

SECl'lON 7. ProtectloD of Privacy. While providing access to information.
public records, and official fecords. responsible offit:ials shall afford full protection k)
an individual's right to privacy as follows:

(a) Each qovernment office per Seclaon 2 hereof slrall ensttre thal personal
irrfornration in its custody or under ats control is disclosed or releaseri
only if it ls material or relevant to lhe subject matter of lhe request ancl
its clisclosure is permissible under this Order or existing laws, rules or
regulations;

(b) Each government office nrust protect Personal infolmation ln its cttstody
or control by makirrg reasonable securily arrangelllents against leaks or
premahrre disclosure of personal information whiclr unduly exposes the
individual whose personal inforntalion is requested to vilification,
harassment, or any other wrongful acts: and

(c) Any employee or oflicial of a government office per Sectiorl 2 hereof
who has access, authorized or ullauthorized, to personal information ilr

tlre custocly oF the office rnust llot clisclose that infornratlon except when
authorized urrrler this. Order or pursuant to existing laws, rltles or

regulations.

SECTION 8. People's Freedonr of lnforrnation (FOl) Manual' For the

effective lmpletnentatlon of this order, every government office is directed to prepare

within one hunclrecl twenty (120) calendar days frorn lhe effectivity of lhis ordet, its
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own People's FOI Manual, which sllall irlclude. amon0 others. the following
infonnation.

(a) The location and contaut ifltornration of the head, regional, provincial.
and field oflices, and other established places wtrere the puhlic can
srthmit reqr"tests to obtain information,

(b) The peEon or oflicer responsible tol receiving requesls for ittfonnation;
(.) The procedule for the filing arrd processltrg of the request, as provicled

irr the succeeding Section 9 of this Order:
(d) The standard forms lor the submissiotr of requests an(l for tlre proper

acl(nowledgnlent of such requests:
(e) Tlre process for the disposition of requests,
(0 The procedure for aclministrafive appeal of any denial o[ request lot

access to infonnation, and
(S) The schedule of applicable fees

SEcTloN 9. Procedure. The following procedure slrall govern the tiling and
l)rocessing of requests for access to infornratiorr:

(a) Any person who requests access {o information shall submit a written
request to tlre government office concerned. 'l'he request shall slate the
narTre ancl contact lnforrnatiorr of tlre requesting party, provicle valid
proof of his identilication or authorization, reasotrably clescribe tlte
infornlstion requested, afld the reason for, or purpose of, the request for
infonnation: Provicled, that no request shall be denled or refused
acceptanoe unless the reason for tlre request is ccintrary to law, existing
rules and regulations, o[ it is one o[ the exceptions contained in the
inventory of exceptiorrs as trereinabove provicled..

(b) 'the public official receiving the request shall provide reasonable
assistance, free of charge, [o enal]le all requesting parties, pa(ictrlarly
those with special needs, to cornply with the request lequirenrents
uncler lhis Sectlnlr

(c) Tlre re(luest slrall be starnpecl by the goverrrnrelrl office. indicating:the
date anrl tinre of receipt and lhe nanre, rank, litle or positiorr of the
receiving pttblic officer or etnployee with lhe corresponding signature,
antl a copy theteof furnished to tlre requestirrg party. Each government
otfice shall establish a systenr to llace the itatus of all requests for
informaliorr [eceive(l l)y it.

(d) The goverrnerlt otfice shall respond to a lequest ftrlly ooorpliarlt witl\
the requirements ol sub-section (a) hereof as soon as practicirble but
not exceerling fifteen (15) working days fronl the receipt lhereol l-lre
response mentionecl alrove rcfers to tlre decisiorr of lhe office
concerned to glant or cleny access to the infornration requested.

(e) Tl're perio(l [o respond rnay be exterttled whenever ttte infonratbn
requested requires extensive search of the governnletrt office's recortls
faoilities, exanrillalloll of voluminous records, the occurrence of

fortuitous events or other analogous cases I he govelnment office sltall
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notify the person rnal(ing the request of sLtch extensioll, selting forth the
leasons for the extension ln r1o case shall the extension go beyond
twenty (20) working days ooL 'rted [ronl the end of the original period,
unless exceplional circumstances warlant a longer peliod.

(0 C)nce a decisiorr is rnacle to grant the request, the person tnaking tlre
request shall be notified of sLrch decisiorl and dlrected to pay any
applicable fees

SECTION 10- Fees. Governnrent offices shall not charge any fee lor accepting
recluests for access to irrfornratron Tlrey rnay, however. chflr'ge a reasonable tee to
reirnburse necessary costs, including actual costs of reprodtiction and copying of the
infornration requested. subject to existirrg rr.rles ancl regulations ln no case shall the
applicable fees be so onerous as lo defeal the l)urpose of thls Order

sEcTloN '11. ldentlcal or Substantially Similar R.equests. The governntent
office shall not be required lo act upon an unreasonallle subsequent identical oI
substantially sinrilar request [r'onr the sarne recluesting party whose request has
alraady lleen ;:reviously granted or clenied t;y flre sarne gove|rrnrerr( of{ice.

SECTION 12. Notice of Denial. lf the goverrunerlt olfice decides to deny the
recluest wlrolly or partially, il shall, as soon as practicable ancl within fifteen (15)
working clays honr the receipt of the reqLrest, nolify the requesting party of tlre denial
in writing. Tlre rrotice shall clearly set tortlr the grorrnd or grourrds for denlal and tlre
circr.rmstances on which tlre denial is base(l Failure to notity the requesting parLy of
tlre action talten on the requesl witlrirr tlre period herein provided shall be deemed a
denial o[ the request for access to infonnation

SECTION 13. Rernedies in Case of Denial of Request for Access to
Information. A person whose request for access to infornratiotr lras been denie<l
rray avail hirnself of the remedies sel fodl.] below:

(a) Denial of any request lor access to informatiott tnay Lle appealed to lh€r

persolr or oflice r]ext lrl.qlrer in authority, following the procedure
merrtioned in Sectiorr I {0 o{ this Order Provided, that the writter}
appeal must be filed by lhe same person making the reqttest within
fifteen (15) calendar clays frorn (he notice of denial or florn the lapse ol
tlre relevant period lo respond to tlte request

(b) The appeal shall be decided by the person or office next lrigher irr

authority within thirty (30) worl(ing days fr'onr the tiling of said wlitterr
appeal Failure of sr-rclr person or otfice to decide within the afore-stated
periotl shall be cleemed a derrial of the appeal.

(c) Upon exhauslion of aclnrinistrative appeal retnedies, tl"le requesting
party may file lhe approptiale ludicial action in accordance with the
Rrrles of Court

SECTION 14. l(eeping ot Recor(ls. Sul)iecl lo existing laws, rules, arld

fegulations, governrrtent Ofllces sllall create and/or maintair] aoctlrate and reasorlably

cornplete recor(ls of important inforltlation in appropriate formaLs, and implenrerlt a
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recot (ls rnanagement systenr that facilitates easy identification, retrieval and
cornmunication of infotnratiorr to the puhlir;.

SECTION 16. lmplemerrtlrrg Details. All government oflices in the Executive
Branch are (lirecte(l to formulate their rest)ective ilrplernenting details taking into
consideration lhei[ rnandates arld the nature of infonnation in theit custody or {jontrol,
wittrin one hundred twen\, (120) days frorl lhe etfectivity of this Ordet.

$ECTION 17. Separability Clause. l{ any section or part of this Order rs lreld
runconstitr.rtional o[ invalicl, the other sections or plovisions not otlrerwise affected
shall rentain in full force and ef{ecl

SECTION 18. Repealing Clause- All orders, rules and rebulations, issuances
or any parl lhereof in<;orrsistent witlr the plovisions of this Executive Ordet are hereby
repealed, amellded 0t rnodiliecl aocordinglyt ProviLled, that the provisions of
[\ilemorandum Circlrlar No 78 (s 19G4), as amer]ded, shall rrot be deemeci repealed
pencling [t.rrther review.

SECTIoN 19. Effectivity. Tlris Order slrall tal(e effect irnnlediately upon
publicatiorl in a newspaper of general circulation.

Done, in the City of Manila, tlris 2:I r d day of
the year of ottl l-o[d Two Tlrousanrl an(l Sixtoerl

By the Presiclenl

.lu I y t
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sAl- DOR C. MEDIALDEA
llxecutive Secretary
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SEGTI0N 1 5. Adrrrinistrative Liability. Failure [o cotnply with tlre provisions
of this Order nray be a grorrrrcl for adnrinistrative arrcl clisciplirrary sanctions againsl
any errlrrg pulllic officer or erTlployee as provided lrtrder existirrg laws or t'egulatiorrs.
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Begun and held in Metro Manlla, on Monday, the twenty-Ii{th
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I Rnnunr-rc Acr No. I" 0 1? i] t

AN ACT PTTOTEC'I'ING trNDIVI.DUAI, PE&SONAL
INFORMATiON IN INFORMATION AND
COMMUMCIffIONS SYSTEMS IN'TI.IE GO\TERNMEN]T. AND TI{E PRIVATE SECTOR, CREATING FOR THIS

,. -PUNT'OSE ANATIONAL PRIVACY COMMISSION, AND
FOR OTIIER PUR?OSES

Be it enacl.ed by th.e Senate o,nd Hou.se of ,Repreaento,tives of th.e

Philippines in Co ngr ess ae sembled!

CHAPTERI

GBNENAL PROVISIO].IS

SEOTIoN L. Short Title, - This Act shall be known
as tlre "DaLa Privacy Act of 2Ot2". ;

(



SDc. 2. Declarati,on. of Policy. - It is the policy of the
State to protect. the furrdamental humarr right of pr'ivacy of
cornmunicatiou while ensr"rring fr-ee flow of in-formation to
promote innovation and growth. The State recognizes the vital
role of information and eotrmunicatjione tochnology in nation-
b lilding anal its inherent obligation to ensure tlrat personal
information in inforrnation and. comnrumeatioue eyetede fu the
government snd in the private eector Br.e Becuied and
protected,

SEC. 3, Definiti.on of Terms. - Whenover usod in tlds
Act, tho following torms shall have tho roepoctive meanings
heleafter sel, forth:

(a) Conr.ntiesiorr shall refer to the National Privacy
Commiseion created by viltue of this Act.

(b) Consent of tlte data.sulrject refere to any freeiy given,
specific, informed indication of will, whereby the datd subjecL
agl:ees to the collection and. processing of personal information
about a-rrd/or relatirrg to him or her. ConsonL shall be evrdenced
by written, electronic or recorded meane. It may also be given
on behalf of the data subjeot by an agent epecifically
author:izod by the data subject to d"o so,

(c) Data subject, refevs to an individual whose feraonal
infonnatiou i.e ploceased.

(d) Di,rect mqlleeting rrefers to commtmica{:,iou b}' whatever
means of any advertising or marketiug material which is
dilected. to particular individuale.

(e) Fil,ing ayslem refere to aqy eot of information lolating
to natural or juridical poleonB to the extont that, nlthough
the information is not processed by equipment opetaLing
autornatically iu response to instructiona given for that
pru?oee, tho set is struotrued, either by refsrenco to inflividualo
or hy reference to ariteria relating to individuals, in auch a
way tbat, epecific informatiou l'olating to a 1: articulaL pereon
is readily accesoible,

(D Inform.atiotu q'tud Conununicati,ons System refels to a

sygtem for genetating, BendiDg, receiving, storing ol otherwiso
proceseing elecblonic data messagea ol electronic dgcumeots and
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includes the computer system or other similar device by or
which data is recorded, transmitted or stored and any procedtue
related to the rocorcling, tlansmiseion or storage of electronic
daia, electronic message, or electronic docum.ont.

(g) Personal i,nform,atton refels to any information
lvhether recorded in a material fortn or not, fron which the
idenbity of an individual is appaleut or can be reasonably and
directly ascertained by the entity irolding the informatior:, or
lvhen put t<lgether with other information would directly und
certainly identify an individual.

Q:.) Person o,l, infonnatton, coti.roller refers to a person or
organization who controls tho colleetion, hol4ing, proeeseing or
use of personal information, including a pereon or organization
who instructs another pereon or organization to collect, hold,
proceos, uee, tranefer or discloee pelsonal information on his
or her behaLf. Tl:.e term excludee:

(1) A person or organization who per{orme such flmctione
as ingtructeil by another person or organization; aud

(2) A-n individual who collects, h.olds, processes or uses
poi'Bonal information in connection wjth the individual's
pereonal, I'amily ol household affairs.

(i) Person a,l tnform.ation processor refers to any natural
or juridical person qualiFred to aci as strch under thie Acl to
whom a personal information controller may outeource t)re
proeossing of persoual data peltaiuing to a data'subjoct.

Q) Proceesing refers to any operabion or any set of
operations perlbrmed upor personal i-nformation induding, but
not, Iimited to, the collection, recording, organization, stolage,
updating or rnsdifieation, retrievai., consr.lltation, uee,
conso[alatiou, blocking, erasure or destructiou of data.

(k) h'iuileged, information refers to any and aII :forms of
data which undel the Rulee of Court ancl olirer pertinent Iaws
conetitute privileged communication.

(l) Sensitiue perlonal irtformatiort, refers to personal
information:
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(1.) About an individual's race, ethnic origin, marital
BtatuB, age, color, arrd religioue, phiiosophical or political
af6liatione;

(2) About an indiviclual's health, education, gefretic or
eexual life of a person, or to any proceoding for any'offense
oommi0tod or allegod to have been committed by auchl person,
the disposal of such proceeclinge, or the eenteuce of airy coult
in such proceedinge;

(3) lssueal by government agencies peculiar to an
indiviclual which ilcludee, but not limited to, social Becut'ity
nuiubers, provious or cul'rent health recorde, licenses or its
denials, EuBponsion or revocation, afid tax retu::ns; and

(4) Specifically established by an executive ordot or an
act of Conglose to be hept claseified. I

gDC. 4. Scope. - Thie Act appliee to the procossiag of
aII types of porsonal information and to any natulal ar:.d
j uidical person involved in personal information processing
ilreludins those pexsonal information controllerx ald proceseote
who, although not found or eetablisheal'in the Philippines, uee
equipment that aro located irr the Philippines, or thpse who
maintain an of&ce, brarch or agency in the Philippinog subjoct,
to tho immecliately succeeding paraglaph: Prouidnd, Tlrat the

Thie Act does not apply to the following.:

(a) Information about any inclividual who is or was an
ofBcer or employee of a government institution that rel.atee to
the position o* func[ioDs of the individual, including:

'(1) The fact that the individual is or was un o'ffi.., o,
employee of the governmont inatitution; 

,

(2) The title, bustuless addlrees antl office telephone
numbex of the individual;

(S) The claeeificaf,ion, ealary rauge and responsibilitieg of
the position held by the individual; and

I
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(4) The naure of the individual on a document prepared
by the inclividual j.n the course of employment with the
governmeut;

(b) Informatiorr about an intiividual who is or was
per{orming eerarice under conhact for a government inetitution
that relates to the servicee performed, includiug the teuns of
[he contract, and the name of the individuai given in tire
course of the performance of those selvices;

(c) Information relating to any discretionary benefib of a
financial nature such as the granting of a license or permrt
given by the'goveru:leni; to an individual, inciuding the name
of the inclividual ancl the exact natule of the benefit;

(d) Personal ilformation processed for jowna.liscic, ardstic,
literary or resealch purpoBes; 

.

(e) Information recessary in order l;o carr3r out the
functions of public authority which inclucles the processing of
personal data for the perlbrmance by tI.!e iudependent central
monetary authority and law enforcement and regulatory
agencies of their constitutionally and statutorily mand.ated
firnctions. Ncrth-ing in this Act shall be coDstrued ag to have
amended or repealed Republic Act No. l-405, othorwise known
as the Secrecy of Banh Deposito Act; llepublic Act No. 6426,
othetwise knorvn ae the Foreign Cturencv Deposit Act; and
Republic Act No. 9510, otherwiee knowu as the Credit
In{ormation System Act (CISA);

(l) Infblmatiorr neceesary for banks and. oLher financial
inetitutions uncler the jtu'isdiction of the independent central
moretarT authority or Bangko Seu{r'al ng Pilipinas to comply
with Republlc Act No. 9510, and Republic Act No. 9100, as
amended, otherwise hnown as the Anti-Money Launder{ng Act
and other applical:le laws; and

(g) Pelsonal i:rfornation or'iginally collocLed flour r:esidents
of lbreign juristlictions in. accordanee with the laws of Lhose
foreign jurisdictions, including any applicable data plivacl'
Iaws, wh.ich is being processed irr 0he Philippines.
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SBC. 6. Prolection Afforded, to Jou.rrnliste arud,-Tlteir
Bources, - Nothrng in thie'Act shail he construed ,.1hi, hur"
amended or repealed the provisions of ltepuhlic ActiNo, 53,
which affords the publishers, editor'o or tluly accredited
reportere of any newspapor, magazine or periodical ofl general
circulation protection from boing compelled to reveal thd source
of any nows roport or inform.ation appearing in said publication
which was telated in any conficlence to such publieherr, editor,
or reportor,

SDc. 6. Extraterritoriat Appl,i,catida, - This Ceb ,ppli."
to an act done ot practice engaged iii anti outeidi of the
Philippines by an entity G 

f

(a) The act, practice or proceeeing rglates to liersonal
information about a Philippine cilizen or a reeidenfi'

(b) The entity has a linh wtth the Phillppineo, ancl the
entity is pr.oceaeing poreonal information in the Philippinee o1'

even if the proceesing.is outaide the Philippinee as long as
it is about P'hilippine citizene or reeidente such as, but not
limlteil to, the following:

(1) A contract lg entered. in the Philippines; ll
.1.,

(2) A juridical entity unincorporated iu the Phililjpiaes
but has central management irnil control in the courltr,y; anct

' (3) An entity that has a branch, ageucy, qffice or
eubeidiary in tbe Philippines and the par:ont or a{EliaG of ths
Philippine entity hfl6 access to peraonal iirfbrmation; and

(c) The ontity has other links in the PhiJippinee such
as, but not limitetl to:

(1) The entity canios on businpes in uhe Philippihes; and

(2) The peleonal information was collected or'.'held by an
entity in the Philippinoe.

I

.t

i
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CHAPTER II

THD NATIONA-L PRIVACY Con,u.nssioN

SDC. 7. .li'u.ncti.arcs of th,e Natiorr,al Priuacy Contntissioru.
- To adminieter and irnpleurent the provieions of this Act, and
l;o mouiLor and ensure compliance of the country rvith
international standards set for data.pr-otection, tirere is hereby
created an independent body to be knou'n ae Lhe Nalional
Privaca, Commission, wluch ahall. have tlre following ftrnctions:

(a) Errsure .o*pli"o., of personal inJormation controllera
with the provisious of this Act;

(b) Receive complaints, institute inveetigations, facilitate
ol enable settlement of conrplaints through tho use of
alternative dispute resolution p-r-ocesses, adjudicate, award
indemnity on matters alfecting any personal inforrnation,
prepare reports on dispo8ition of complaints and lesolution of
any inveetigatiou it initiates, and, in cases it deems
appropriate, publicize any su.ch leport: Proutd,ed, '.fhat in
reeolving any complaint or inveetigation (except where amicable
seLtlement ie reached by the parties), the Commiesiou ehall
act, as a collegial bod;,. po, this pulpose, the Commission may
be given accoss to personal information that is subject of aly
compla'irrt and to collect the irrfonuation neceaaary to perform
its i'uncbions trnder this Act;

(c) Iesue cease and desist orders, impose a ternporary or
permanetrt ban ou the Broeeseing of pereonatr info::mation, upon
fincling that the proceosing will be detrimental to natjonal
eecurity and pnblic intereet;

(d) Compel or petition aaJ' eptitJ/, governr:rent agenq/ o]'
ilstrumontaliW to abide by its orders or talce action on a
matter affecting data privacyi

(e) Monitor the compllance of other govelnment age.ncies
or instrumentalities on their' secr:rity and tecbnjcal measures
and recommend the necessary action ' in order to m.eet
m.inirnurn standards for protec[ion of personal ilform ation
pulsuant to this Act;

({) Coordinate with other government agencies anil the
private Bectjor on efforts to formulate arld implement 1:Ians and
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policies kr etrengthen the probection of pereonal infor.mabion in
tire counLry;

- (g) Publish on a regular. baeie a guide to all lawsl rclating
to data protection; 

I

ft) Publieh a compilafion of agency eyetem of records and
noticee, including index and other finding aitlg;

(i) Rocommend to the Department of Juetice QOJ) the
prosecution and impoaition of penaltj.es epeciliod in Sectione 25
Lo 29 ol this Act;

fi) Review, approve, rej ect or require motlificlation of
plivacy codes voluntarily adhered to by pereonal i-r'rf{rmation
confrollere: Prouid,ed" That the privacy codes shall ailhere to
the underlying data privacy principlee enrbodied in this Act
Prouided, further, That sucb privacy cod.es may incluile private
dispute resolution mechanisms for complainfs against any
participating personal information controller. For this puryoes,
tire Commission 6hnll coneult u.ith relivent regulatory agencies
in ttre formulation and admirrishation of privacy corlee app\ying
the staudarde sst out in this Act, with respect to the i:ersone,
entities, bueinees activitiee and husiness sectors that said
regulatory bodieg are authorized to principally {egnlate
pursuant to the lawr Provi.d,ed, fi,nalfu, That the Oouimiseion
lnay reviBw ouch privacy codee and requilo clrangee thereto
for purposes of complying with thie AcU

Qc) Provide assistance on mattors lolatilg to privacy or
data protection at the roqueet of a national or local.agency,
a private entity or any pel'8on; t.

(l) Comment on the implication on clata privacy of
propoeed national or local etatutee, regulabiouo or proledules,
issue advieory opiniona and interpret tho provieions of this Act
and other data privacy Iawe;

(m) Propoee legielation, amendments or modifications to
Philippine laws on pdvacy or1 flata pt'otecLion ae may be
necesEal'y;

(n) Eueure Proper and effective coordination wlth data
plivacy regu]ator'B in other countr{ee ard privato accoulltobility
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(q) Generall5' pelform snch acts as may be neceesary to
-faciliiate cross-border erfotcement of data privacy protection.

' SEC. B. Cctnfidentialitl. - The Cornniieqion shall enerue
at all timea the confideatiality of any pernonal information that,
cortr.es to its knowletlge and poseeesion.

agerlts, participate in international and regional initiatives for'
data privacy protection;

(o) Negotiate arral contract, with ot)rer data privac5r
authorities of other couutries for closs-border application and
implerneutation of respective privacy laws;

(r) Aeeiet Philippine cpppanies doiug bqs.urpss abraad to
respolld to forei.gn prirracy or dath protection Iaws and
regulations; and

SEC. 9. ()rganiza,tional Structure of tlte Con ntission. -
The Commission shal1 be .attached", to the Department o{
Information and Cctmmunicationg TechnologJ' @ICT) anal Bhall
be headed by a Privacy Csrnrnlsglsnel, who shafl also act ag
Chairman of the Commission. The Privacy Corumiseione:r sJrall
be aseieted by two (2) Deputy Privacy Commiseioners, one to
he responsible for Data Processing Systems and one to be
responsible for Policies and PIanning. Tb.e Privacy
Com.miesioner anrl tho two (2) Deputy Plil'acy Commiseionels
ehall be appointecl by the President of the Philippineo for a
terur of three (B) years, and nray be realipointed for another
term crf tlrtee (3) yearB. Vacancies iu the Commission shall
be filled in the same manner in which the .original
appointmeu.t was made. ,i'

The Privaay Commiseioner must be at Least 'thirty-five
(36) yeare of age and of good moral character, unqrteetionab)e
integrit5' and known probity, and a recognized expert in the
field of inJor:mation techrrology and data privacy. T'he Privary
Commiseioner ehall enjoy the benefits, privileges antl
ernolumente equivalent to the ranh of Secr:etaly.

The Deputy Privacy Commrseioners rlust be recognizetl
experte in the field of informaLion and communications
technology and data privacy. They shall enjoy the benefita,
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privileges end emolunents equivalent to th.e rank of
UncLersecretary

The Privacy Commieeioner, the Deputy Courmipeioners,
or any porson acLing on thoir. behalf or under theil direction,
shall not bo civilly Iiable for act$ done in good f'aith in the
perforrnance of th.eir duties. However:, he ol she shall be liable
for willful or negligent acts done by hirr ol hor which are
contrary to law, morals, public policy and good custonrs even
if he or she acted under ordere or instructions of superiors:
Prouid.ed, That in case a lawsuit ie filed aBainst euch official
on the subject of the performance of his or irer dutles, whore
such petformance is lawful, he or she shall be reirnbutsed by
the Commlssion for reasonable costs of iitigation.

SEc. 10. The Secretariot- - The Commiesion ib hereby
authorized to establish a Secretariat, Majority of the' membors
of the Seoetariat must havs eerved for at least five (6) yeare
in any agency of the government that ie invoLvedl in the
processing of personal infolmation inclucling, but not limited
to, the following oflicos: Social Security System (SSS),
Govsrnment Service Insuranee System (GSIS), Land
Tl'ansportation OfEce (LTO), Buteau of Internal Revenue @IR),
Philippino Health Ineurance Corporation (Philllealth),
Commieeion on Electione (COMELEC), Department of Foreign
Affairs (DFA), Department of Justice (DOJ), and Philippino
Poetal Corporation @hilpoet),

CI.IAPTER III

P&oCI'B8ING oT PEBSONAI, INFOITMATION

SEc. 11. Gencral, Data. Prdvacy Prtnciplee' - The
proceBeing of personal iaformation ehall be allowed, subject to
compliance with the requif,ements of this Ac[ antl other laws
;6;id die.tos*" of lrior-ution to the publie and ahhersnce
to the plinciples of tranopalenoy, legitimate ptrlpose and
proporiionality.

Pereonal ilformation muet be:

(a) Collected for specified and legitirnate purposes
determined and declared before, or as eoon as re1sonably

I
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placticable after collection, and later processecl in a way
compatible with euch declarec[, specified and legitimate
purposee only;

ft) Processed fairly and lawftrlly;

(c) Accuate, relevant and, where neceeaar.y for purposes
for which it ie to be uaed the processing of personal
infotmation, kept up to datc; inaccurate or incomplete data
must be rectifieil, eupplementedr deetroyed or their fulther
processing resbricted;

(d) Adequate and not excessive in lelataon to tJre purposes
for wNch they are collected and pl'oceseed;

(e) Retained only for ae long ae neceaaaly for the
fu-lfillment of the purpoeee for wluch the data wae obtained
or for the establiehment, exercieo or rlefense oI legal claims,
or for legitimate businesg pur?oses, or as provided by law; ancl

(0 l{ept in a form rvhich permits identj-fication of data
eubjects for no longer than is necesssr1r for the ptuposes for
wlrich the data were collected and processed: Prooided, 'lhat
personal infolmation coUected for other pruposes ma)' be
proceeoed f-or hietolical, statistical oI scienti{ic purposes, and
in cases laid rlown irr law may be sl;ored {or longer peri.ods:
Provid,ed., ftnth,er, That adequate aafegualds are gtrar:anteed
by said lawe author:izing their processing.

The persou.al information cont::oller mrlst enaul'e
implementation of personal iufoluation proceseing prucipies
eet out herein.

SEC. 12. Criteria for Lawfttl. Processing of Personal
htfonnatiort,, - 1'he proceesing of personal infor&atiorr shall
be permitted only if nst otherwiee probibited. by law, and when
at leasf, one of the following conditione exiets:,

(a) The data eubject has giveu hie or. her' . consent;

(b) Tho pr:ocessing of personal infornration is nocessar5'
and ie related Lo the fr-rlfillment of a contract with the data
srrbject or in order to tahe steps at the request of the data
subject pr'ior to entering into a coutract;
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() The processing ie necessary for complialce with a iegal
obligation to which the personal inforrnation controller is
subject;

(d) The processing ie necessary to protecli vitally
important interests of the data subject, iucluding,life anil
healih

(e) The processing ie necessary in order to respond to
national emergency, to cornply with the lequiremente of public
order and aafety, or to fullill functions of public authority
which neeeesarily includes the processilg of personal data for
the fulfillment of its mandate; or

(0 The processing j.s nocsBsary for the purposqs of tbe
legitimate intorests pursued by the pereonal information
controller or by a third pariy or parties to whoh the data
ie disclosed, except where such interests are pvelridd€n by
fundamental rights and freedome of the data eu.bject which
require protection undsr the Philippine Constitution.

gEC. 18. Sensitiue Personal lnformation and Priuileged,
Informatian, - 'I'he proceseing of seneitive porsonal information
and privilogod information ehall be prohibitod, exce$t irr the

Ifollowing cases:

(a) The d.al;a atrbject has given his or her consent, epe,'iffc
to the purposo prior to the proceaeing, or in the caqe of
privileged infomation, all lrarties to ths exchange have given
theil coneent prior to processing;

@) The procossilg of the eame is providetl for by existing
lawe and rogulations: Prouided,, That such regulatory
enactrnents cuaranteo the protection bf the sensitive $oreonal
informatiorr and the privileged infomation: h'outded'; furtlrcr,
That, the eoneent of the data subjectg are no! r€quire8 by larv
or rogulation pelnritting che ptocessing of tho sensitive personal
informatiou or the pfivjlegetl information;

(c) the pr'oceosing is noceeaary to protoct the lj1'e alr.d
heslth of the data eubject or another pexson, and the data
Bubjeet is not, lega\ or physically ahle to explsso bis or hel'
consent pliol to the processittg;

I
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(d) The processing is necessaiy to achieve the lawful antl
noncomr.Derclal objectivee of p ublic organizations alrd their
associationB: Provid.ed, That euch prrccessing is orr-\r coufinec{
and related to the 6oao. /r,de members of theoe. orgtrrnizations
or tlreir aesociations: Provided, furt;lt er, 'Ihat the l eensitive
personal inlbrmation at'e not transferred to thild parti.es:
.Prouided, fina,Lly, That cousent of the data subject was
obtaired prior to pr'ocessing;

(e) The processing is neceseary for purpooes of medical
treatment, is carried. out by a medical prachitioner or a metlicaf
treatment institution, and an adequate level of protection of
pereonal infotmation is ensuledl or

(fl The pr.oceesing concerna such personai information as
is necessary for the protection of lawful righte anitr interests
of natural or legal pergons in court proceoding8, or the
establisho,ent, exercise or clefense of legal clalme, ot wheu
provided to government or public authority.

I

SDC- 14. Su,bcontrq,ct of Persono,l Inform.atiort. - lx
per:sonal irrformation conttoller may subcontract the processing
of porsonal inlbrmation: Proui,ded, That the persoual
in-formation conlroller shall be responaible for ensurirrg that
proper eafegtralds are in place to ensute the confidenfiality of
the personal inforuation plocessed, prevent its uee foil'
unauthoriz,od purposes, ard genelally, comply with the
requirements of thie Act and oth.er laws for proceesing of
pereonal irrfor'mation- The pereonal infonnation proq€Bsol' .ehall
eomply with all the require::rents of this Act and other
applicable lawe.

SJIC. 16. Extensiotl, of Ptiuil,eged Cantmunication. -
Personal informatiorr controllers may invohe the principle of
privilegeil comruunicatioll over privileged information that tlrey
lawftrlly eontrol or prooese. Sttbjec+ to exietirrg laTve and
regulations, any evidence gathered on privileged lnformalior:
is inadmissible.



S}DC, 16. RiEhLs of the Dato, Subject. - The dgta subjeci
ie entitled to: .l

(a) Be informed whether personal information portainirg
to him or her shall be, are being or have been proceseecl;
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CTIIIPTER IV

R]GHTS OF THD DATA SUB.,EoT

(b) Be furniahed the information indicated hereunrler
before the enfry of hie or her pereonal information into the
processing eysCem of the pereolral information controller, or at
the next pracl,-ical opportunity:

(1) Deec,ription of the personal informatjon to be enterecl
into the syetem;

(2) Purpoeos for which they are being'or are to be
processed;

($) Scope and mothod of the personal information
processing;

(a) The r€cipients or classes of recipionte to wliom they
are or may be diecloeed; .

(6) Methode utillzed for automated accssg, if the game is
allowed by the data subject, and the extent to wluch. such
accees is authorized;

(6) The identiry and contact details o{ the personal
informetion controllor or its repreeentative;

(?) The poriod for which the Lnformation will bb stol'ed;

(B) The exislience oftheir righte, i.e., to aceoes, correction,
aB well as the right to lodge a complaint before the
Commieeion.

and

.&ry inlbrrnation eupplied or deelaration made to,the data
subject on theee mat$erB shall not be amended without prior
notiiicatiorl of data strbjecl;: Prouid,ecl, Thal, the notification

i
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und.er eubsection (b) shall not apply should the personal
infolmation be needed pulsuant to a subpoeno or when the
collectiorr ar:rd processing ale lor obvious pulposes, including
whon it is necessary for l,he perfornr.ance of or in relation to
a contract or service or rvhen necessary ol clesirablo in the
context of an employer-employee relationship, between tho
crUector and the clata srrbject, or when the inforrnation is being
collecteil aud processed as a result, of legal obligation;

(c) Iteasonable access to, upon denancl, the follorving:

(1) Contents of hie or her per.sonal rnfoi'mation that were
pl'ocessed;

(2) Sourcee from which personal j.nformatiou were
obtained; {

(3) Names and addresees of recipients of the petsonal
irrformation;

(4) Manner by which sush datir were proceesecl;

(5) Roasone for the d.isclosure of the personal inforrnaLiou
to recipieuts;

(6) Informatio[ on automated. processes where the data
wifl or likely to be made as the sole basis for any decision
signilicantly a{I'ecting or will affect the clata sublegt;

(?) Date when his or her personal inforrnation concerning
the data slftject were las{: acceseed and modified; and

(B) The designation, tll" name or iderrtity and address of
the personal information controller;

(d) Dispute the inaceutacy ot error in the persoual
inforuration ancl have [he personal information controller
conect it imurecliately and aceordinglv, unl€ss the request is
vexatious or otherwiee unreasonable. If the personal
info::mation have been corlected, the personal informatiotl
controllsr shall ensure the accessibility .of both tlro new ancl
the retlacted iri{ormation and the simultaneous receipt. of Lhe
new and the retracterl information lry recipients the,*eof.:
Proui,cled, That the thircl p ar:ties who have.previously receivecl
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Buch processod personal iuforruation shall be informed of its
inaccwacy and ite rectification upon reasonable request of the
data subject;

(e) Suspend, withdraw or order the blocl<iag,.removal or
dest'ruction of his or her personal information from ths peroonal
information controller'e filing system upon discdvery and
subetantial proof that the personal information aru incomplete,
outdateil, &lse, unlawfully obtaiuod, ueed for unauthorized
purposes or are no longer necessary for the pruposes fol which
thoy were collected. In thie caee, the personal irdormation
controller may uotify third partios who have previouely
received euch proceseed porsonal information; and

(t) Be indemnified for any damagoe gustaihed due to sncir
inaccurate, ircomplete, outdated, falee, unlawlulJy obtained or
unauthorized use of peraonal informabion.

SDc. 1?. h-ulsm,iaaibility of Righ,te of th,a Data Subjecr.
- 'I'he lawfrrl heire and assigns of the data subject may invohe
the rights of the data eubject for, which he or she ie an heir
ot assignee at any time afier the death of the data aubject
or when the ilata eubject is incapacltated or ingapable of
exercieing the rights as enumerated in the imqrrediately
preceiling eection.

SDC. 18. Right to Da,ta Portability. - The data subject
ohall have the right, where peroonal information is proceosed
by electronic moanb and in a etructruetl and cbm::ronly used
format, to obtain flom the poroonal information controller a
copy of data under.going proceesing in an electronic or
structured forma! which ie commonly used axd pllows for
further use by the'data eubjoct. The Ctmmission olay specify
the elsstlonic format referreil to above, ae well ae tho tech$ical
standarda, moilalities and ploceclules for thoir trahefer.

SDC. 19. Non-Appl,icability, - The immediately precoding
sechions are uot applicable rf the processed pereonal rnformation
ale ueed only for the neede of ecientiiic and statistioal research
and, on the basis of such, no activitiod are catried out and
no decisions ar6 taken regarding fhe ilata eubject: Prouided.,
That the personal informatiou shall be held uqder strict
confidentiality and shall ba ueed only for the ileclareil purpoBe'
Li}ewise, the immediately preceding eecfione ale not"applicable
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to processing of personal rntbrmation gathored for the purpose
of inveetigations in relatiou to any crirninal, aclministrative or
tex liabilities of a data subject.

CI{APTER \/

SDCURITy oF PDRS0NAI, InrrolrMetloN

SICC. 20. Secu.rity of Persona.l Inform,atiorr,. - (a) 'Ihe
personal information controller nrust ilrp]emont reasqnable and
appropriate olganizational, .physical aud tecluical. meaeru'cs
rrrterrd.ed for the protection of personal irrfolmation agamst any
accidental or unlawful destluction, alteration and dieclosur.e,
as weil ao against any other rrnlawful p'rocessing.

ft) The persbnal ilformatiou coutroller shall rmplement
reasonable and aplropriate mea€ures to proteot personal
infor:ration againet natural dangers such as accidental loss
or destruction, a d hu an dangers euch ae unlawful access,
fraudulent misrrse, unlawful destruction, alteration and
contamiuation.

(c) The detormination of the appropriate level of eecurit5'
under {:his eection must take int'o account the natrrte of tire
persoual i-nforuration to be protected, the rishe represented by
the processing, the size of the organization and cornplexity of
its operations, culrent data privaw best pgactices and the coet
of securif,y implementation, Subj ect 66r, guidelines as the
'Commjssion may isslre flom tbre to Linre, Lhe measules
implemented must j-nclude:

(1) Safegualds to protect its comfluter networh agairret
accidental, turlawful or unaul*rorized usa*e or inter{erence with
or hinderrng of their funcliorung or availabilifi,;

I

I

(2) A security policy with respect, lo the processing of
per*Borlal information;

(3) A process fbr identifuing'and accessiug reasonably
foreseeable vuherabilities in its conrputer uetworks, aucl fot
talsing pr'eventive, corrective and rnitigating action agaitrst
security rncidente that can lead to a security breach; and
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(4) Regular monitoring for seculity breachse and a procoss
for ta king preventive, couective and rnitigating .actlon againsL
seculity incid.ente that can lead to a secLuiLy lrroach.

(d) Ttre persoual i:rformation controller nrdst further
ensule that thild parties proceseing personal infbymation on
ite bshalf ehall imploment the secur{tl"moasures.i6quired by
tlris provision.

(e) 'l'hs employees, agents or repreoerrtatives of a pelsonal
information controller who are involved. in the proceaeing of
personal information shall oporate and hold poreonal
information under strict confidentiality if tho pereonal
information a1'o not intendetl .for publie clieclo$ure. This
obligation shall continue evon after loaving the public eorvioe,
transfer to another position oI upor termination of ohrployner)t
ol contractual relatione.

(1) The peroonal information controllev ehal1 promptly
notify the Commieeion and affected data subjects when eenBitive
pereonal information or ol,,her informal,ion that may, under the
cil'cumstancos, bo ueecl to enable identity ff'aud are reaeonably
believeil to have been acqrrilerl by arr rmauthofirod person, and
the personal inforrnation controller or the Commiesidn believes
that euch unautholizod acquiaition is lihely'to givir riao to a
real rish of oerious harm to any affected data eubject. The
nobi-fication ehall at leaet describs the naturs of the breach,
the seneitive poroonal information po.ssibly involvod, and the
moaoureo tahen by the entity to addrese tho bveach,
Notifrcation may be delayed only to the extent nocesoary to
deterruine the ecope of the breach, to prevent further
dieclostrree, or to restole reasonable integlity to the
information snd communications Byste,n ii.

(1) in evaluating if notification is unwarrinted, the
Commigsiorr may tal(e into aecount compliance by tlie personal
information controller with thie ooction and o'idstence of good
faith in the acquisition of pereonal information.

(2) The Oommiesion may exetupt a pereonal inJbunation
controller from noti{ication whet'e, in its reaeonable jr-rdguent,
euch noti{icatton would not be in the public intereet or in th.e

intereste of the affected data subjects.

.,1

'J1

I

I

!



(B) The Commission may authorize postponement of
notification where it ruay hinder the progrese of ,a criminal
investigation related to a serious breach. .;'i'ii
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CI{APTER \iI

ACCOUNTA-BTLITY FoR TRANSIIER oII PERSoNAL
INFoITMATION

SDc. 21. Prhr,<:i4sl,e of At:countabtlity. - Each personal
i-uformation controller is responsible lbr'. pereonal. infonuation
ut:.der its control or cuetody, l.ncludi:rg information that have
been tranefel'r'ed to a third party for processing, whether
domestically or internationally, srrbject to cross-border
arrangemeRt and cooperation.

t

(a) I'he personal infotmation cont;oller is accoqntable for
complying with the requirements of this Act ancl+i shall use
contractual. or other reasonable means to provide a $mpalable
level of protectiotr ryhile the ioformation ar'e being processed
by a third patt5r. 

.:, 
:

G) The per:sona1 ir:lbrmation controller ohall dosignate an
individual or individuals who are acc<ittntable for the
organization's cornpli.ance with thie Act. Theiidentity of the
individual(s) eo designated ehali be made hnorvn to ar:5r d614
subject upon request.

C}IAPTER YiI

SpcuRrrv or SENsrrtvE PDnsoNAr,
INFOBMATION IN GO\,'DRNI{ENT

SfiC. 22. Responsibili.ty of Heads of Agenciee. - ALI
eeneitive personal iuformation inauttained by the governrreuL,
its agencies and instrumentalities shail Le eecu.red, as far as
practicable, with the use of the tuost appropriate standar-d
iecognized lrJt the information and. courmunications tecturolog5'
ilctustry, aucl ag recomncended by the Commieeion. The heatl
of each governmen.t agency or inetrumental.ity shall be
reeponsible for cornplying with tho eectuity requireurente
mentioned herein while the CommiesioD shall monitor tlle
compliance and may recommeud the necessary action in orclel
to eatisfy the minimum standards.
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SEc. 29. Requirem,ents Relattng to Access by Agenct
Pereonnel, to Sensitiue Personal Inform.atiott. - (a) On-site and
Online Acceeg - Except ae may be allowed tlrrough guidellnee
to be ieeued by the Cou,mission, no employ'ee of the
governnen0 shall have access to sensitivo personal ihformation
on government properby or tlrrough onli.no facilities unlesg the
employee hae received a Becurity cloarance from the head of
the sou-r'ce agoncy.

(b) Off-site Access - Unleee otherwise provided in
g:uidelines to bs iseued by tlre Commisaion, eensitive personal
information maintained by an agency may not be ttaneported
or acceesed from a location off government proper{y uuless a
xequest for such traneportation or access ie eribmitted and
approved by tho head of the agency irt accordance with the
followin g gtridelires:

(1) Deadlne for Approval or Disapproval - In Uhe caee
of atry roqueet submitted to the head of an agency, such hsacl
of the agency ehall approve ox disapplove the tequost within
two (2) businees daye after tho d.ate of submission of the
r-Bquest. Iu case thers is no- achion by the lrs-ad of tlre agency,
then euch requost ie considorod disapprovecl; 

i

(2) Limitation to One thousand- (1,000) Records - If a
request is approvod, the head of the agency shall limilr ttrte
access to not nrore than one'thoueahd (1,000) recorrls at a
time; and

The rrequiremonts of thie euirsection shall be implemented
not later tharr eix (6) months after the tlato of the enactment
of this Act.

(3) Encryption - Any technology:used to store, transport
er accoes sdnsitivo per'Bonal information for pur'poaee of off.eite
ace€ss approved trntter this subssction ehall be eecupod by the
tree of the most, eecure eneyption etandard rocogniged by the
Couamiesion. ;

SDC. 24. Appl,icability to Govenvntertt Contractors. - In
entering into any contract that uray involve aece86il1g o,:
requiling seneitlve personal informatiorr from ouq thousand
(1,000) or more individuals, an agency shall ,l'eguire a
contractor and its employees to regia[e:: theili personal
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informatiorr proceesing systern with the Commjssion in
accordance with this A.ct and to comply with the o'Lirel
provisions of this Ac[ irrcluding the imr:rediatell, precedi.ng
section, in the same tnanner as agencies anil go\ret'nment
employees comply with euch requiremerrts.

CI]APTEIi VIII

PENIU,TIDS

SDC. 26. Un,a.uthorized Processing of Personal
Irtformatton, qnd, Sensi,tiue Persona,l lnforntation. - (a) The
unauthorized proceseing of personal information shall be
penalized by implisonment ranging fr'om one (1) yeal to llrr.ee
(3) years anrl a fine of not less than Five hundred thousand
pesoe (Php500,000.00) but not more than fwo milliorr pesos
(Php2,000,000.00) shall be imposed on persolrs wllo procee$
peraonal information without the consent of tb.e data Eubject,
or without being authoriz.ed under thi.q Act or any existing
1aw.

(b) The trna'uthorized processing of personal seneitive
information shall be penalized by imprisonmeut rauging from
thlee (3) years to six (6) years and a fine of not less than
Five hundred thousand pesos (Php500,000.00) but not mor:e
than Fou' nrillion pesos (Php4,000,000.00) shall be imposed on
personB who proooes personal information without the consent
of the clata subj ect, or without being authorized under ttr-is
Act or any exis[ing law.

SEc, 26. Accessirug Persotto.L Information o.n(l Serlsi,tiue
Percond,l Information Due to Negligence. - (a) Accessin.g
personal infonnation due to negligence shall be ponalized by
imprisonmerrL ranging fi'om one (1) year to three (3) yeare aDd
a fine of not Iess than Five hundleil thousand. pesos
(Php600,000.00) burt not Drore than Two million pesos
(I'Ixr2,000.000.00) $hal1 be imposecl on petrspns who, rh.re to
negligence, provided access to personal information wrthout
being authorizeal uniler this Act or any exieting larv.

(h) Accessing eensitive persou.al information due to
ueglisen ce sha-lJ be l:enalized by imprieor:urent rangrng froru
three (3) years to six (6) years and a fine of not less than

I

I
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Fivo hundred thousand pesos (Php600,000.00) but not more
than Four million peeos (11hp4,000,000.00) shall be impoeod
on peraona who, due to negligence, provided access to pereonal
irrformation without being authorized under thie Act or any
exieting law,

SDC. 2?. Intproper Dispoeal of Personal Informati.on and.
Sensitiue Personal Informal.ion. - (a) The improper disposal
of personal information eha1l be penalized by imprisonment
ranging I'rorr six (6) morthe to two (2) yeare And a fine of
not less than One hundred thowanil pesoe (Php100,000.00) btil:
not Eore than Five hunilred thousand pesos (Php500,000.00)
shall be imposed on peraons who knowingly or negligently
dispose, discald or abandon the pereonal furformgtion of an
ildividual in an area acceaoibio to tho public or haq otherwise
placed the personal information of an indiridual in its
containet for traeh collection.

b) The improper disposal of sensil,ive personal informatiou
shall be penalized by impr.isonment rangi-ng fl'om one (1) year
to tlrree (3) years and a firre of not leas than One hundled
thousand peeoe @hp100,000.00) but not more than One nillion
peooe @hp1,000,000.00) shall be imposed on peisona who
Itnowingly or negligently dispose, diseard or abandon the
personal information of an individuai in an area apceeeible to
the public or has othorwiee placed the poreonal ihfolmation
of an individual in ite container for traeh oolloetion.

SEc. 28. Proeessing of Personal Information, an,d
Sertsttiue Persono,l fnfornr.atinn for Un,au.thorized, Pu.rposes, -
The proeeesing of personal il-formation for unauthorized
purposes ohall be penaliz,od by imprisonruent Engi4g fl'orn one
(1) year and €ix (6) months to five (5) years and arfiue of not
loss than Five hundred thousand peeoe @hp600,000,00) hut
no[ more tharr One million peeos (I'hp1,000,000.0b) shall be
impoeed on persons procesoing personal iufovmation for
prrrpoe66 not anthorized by the data, subject, or ofherwiBe
authovizod uncler this Act, or under ekieting laws.

The proceaeing of sensitive personal information for
unautholized pulposea shall be penalized by imprisonment
ranging flour two (2) years to €even (7) yeare arrrl a fine of
not less than Five hundrecl thousand peeos P1rp600,p00.00) bul.
not, tx.oro than Two million peeos (Php2,000,000.00) shall be

i

I
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inrposeil on persons pr'oceBsrng Bensitive pereonal inlbrmalion
for purposes not artthorized b1, 11r" data eubject, or oLherwise
authorized under this Act or under existing laws.

SEC. 29. Unauth,orized Access or hr,tentional Breach. *
The penalty of imprisonment ranging from one (l) year to
tlu'ee (3) year'B and a fine of not lees than Five hundred
thousand pesos @1rp500,000.00) but, noL more thau'I\vo million
peso6 (Php2,000,000.00) shall be irnposed on persons who
lrnowingly and unlawfully, or violatlag data r:onffdentralJty and
security data systours, broalcs in any way into any system
whele persoDal arrd sensitive personal infornraLion is etored.

SEC. 30- Concealmetut of Securi.ty Breo,ches In uoluirt g
Serwitiue, Personal Informatiotr,. -- The penalty of imprieorrmenl
of one (1) year anll srx (6) months to five (6) years and a frne
of not less thar Five hundled thousarrd pesos (Php500,000.00)
but not Drol'e than One million pesoe (Php1,000,000.00) shall
be imposeil on perBons who, after having knowledge of a
security breach and of the obligation to noti{y the Commission
puleuant to Section 2O($, intontionally or by omiesion conceals
the fact of euch eeeulity breacb.

SnC. 31. Maltciou,s DiscLoau,re, - Any persoual
irrformation con'lx'oUer or pereollaI infofmahon ploceeeor or arly
of its officials, employees or agonts, r,r,ho, with malice ol in
bad faith, diecloses ttnwarranted or false iuforrnation relative
to any personal informatjon or pel'sonal sensitive j:nfornr ation
obtainetl by him or het, eha]I be subjecb bo imprisonoent
rarlEing fi'om one (1) year and six (6) monthe to five (5) yeare
and a fine of no0 lesa than Jlive hunfu'ed thousancl pesos
(Php500,000.00) but not loore blran One milliou peeos
@hp 1,000,000.00).

SDC. 32. Unauthortzed, Di'eclosu.re. * (a) Any personai
in-formatiorr controller or personal information pt'ocessot' or any
of its officials, employees or agents, who cliscloaes to a thild
palty personal ilrfo:cmation not covered by the immediately
preced.ing section without the'consent of the tlata sublect, shall
be subject to imprisonment ranging fiorn one (1) year to tl:ree
(3) years and a fine of not iese than Five hundrect thousand
pesos (Php600,000.00) but not mote than One million pesoe
(Php1,000,000.00),
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(b) Anv personal information coutroller or personal
information pr.ocessor or. arry of its ofticials, employees or
ag6nts, who discloses to a third. party eeneitivp personal
inlbrmation not covered by lhe irnrnediately precediug oeetion
without tho consent of the data subject, shall be, eubject to
imprisonment ranging from three (ts) yeare to five (6) years
ancl a fine of not lese than Five ]runclred thousand 1>esos
(Php600,000.00) but not more than Trvo million poeos
Glrp2,000,000.00).

SEc. 83. Contbination or Series of Acte. Any
combination or seliee of acte ae iletinedl in Sections 25 to 32
ehall make the persolr subject to imprieonment rapgrng &'om
three (3) years to eix (6) yeara and a fine of not lese than
One miliion pesoe @hp1,0OO,OOO.00; but not mor{ than Fivo
million pesos (Php6,000, 000.00).

SDC. 34. Extent of Lia,bili,ty. - If the offencter ie a
corpo::ation, partnership or any juriilical person, the penalty
shall be irnposod upon the responsible officerr, as the caoe may
be, w)ro participa$ed in, or by their groes Degligence, allowqd
the commission of-the crime. If the offender ie a juridical.
porson, ths court may euspond or revoks any o{ ite rights
under this Act, If the offender ie an alien, he o1 she shall,
in addition to ihe penaltiee herein prescribed, Uo deported
without further proceediugs after eerving thd penalties
proscribecl. If the offender is a public ofticial or enployee and
he or she ls founil guflty of acts peualized under Sectione 2?
and 28 of thig Act, he or ehe shall, in addition to the penalties
prescribed herein, suffer perpetual ot tompolary abeolute
disqualilication flom office, aB the caeo may bo.

SEC. 86. Large-Scal,e, - The maxrmum penalty in the
ecale ofpenaltiee respectivoly provided for the preceding oflbnees
shall be impoeed when the pereonal information of ht leaet one
hundred (100) persons ie harmed, affectetl or involveil ae the
.result of the abovementionsi[ actiorrs.

SnC. 86. Qffense Com.nritt'ed by Pubti,c Officer. - When
the offeniler or the pereon reeponeibie for tho offense is a public
ofEcer as defined in the Adminietrativo Coile of Lhe Phihpl:inee
in the exercige of his or hel dutiee, an accaggory penalty
consisting in the disquali{cation to occupy publicloffice for a
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term double the terru of crimiual penalLy inrpooed ehall be
applietr

SDC. 37. Resl,ittttion. -- Restitution firr any aggrievert
party shall be governed by the provisions of the New Civil
Code.

CHAPTER IX

MIScELLANEoU s l,Rovrsl o]-ns

SIi)C. 38. Interpretatinn - Any doubL il1 t]1e interpretation
of any provieion of this Act shail be liberally interpreted in
a ma$ner mindffrl of the rights and. inlerests of the b.dividual
about whom personal information is pr'ocessed.

SEC. 39. Inr,plententing Rules a,nd, Regulatiotu (IRD. -
Withia uinety (90) days from the effeci;ivity of this Act, the
Commission shall promulgate the rules and regu-lations to
eflectively implement the provisions of this Act,

SDC. 40. Reports and Informcttion, * The Commission
nhall annually report to the President and Congreso on its
activities in carrying out Lhe provisions of this Aet. 'Ihe
Commiesion shall underialrc vrhatever efforts it rray deterr: ine
1o be neceseavy or appropriate to inJorrn and educate the public
of clata privacy, data protection and fail irrformation rights and
responsibilibies.

SEC. 41. Appropriations Cla.use. - The Commission ehall
be provided with an initial appropriation of 'Iwenty mrllion
pesos (Php20,000,000.00) to be clrarvn {rom the national
goverrrment, A;lpr:opriatione for the succeeclilg ye ars shali be
includecl in the General Apploptiabions AcL. It shall li-lcewise
receive 'l'en million peeos (Php10,0.00,000.00) per year for five
(6) yeare upon impleuentation of this Act drawn fium the
na tion aI gove.r'nment.

SEC. 42. I'ransitory Prouision, - Exisbing indrrstries,
businesses and offices affected by the implementation of thie
Act shall be given one (1) year traneitory periocl frorn the
effectivity of the IRR or euch other period as may be
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determined by the Commission, to comply with the
requireuents of this Act.

In case that the DICT has not yet been created by the
time tho law takee full force altl effect, the National Privacy
Cornmission sha[ be attached to the Officb of the'President.

iiDc. 48. Separabitit! Clause. - Ifany provision or part
heroof is held invalid or lmcongtitutional, the I'emamdox of tlrc

. Iaw or the provieion not otherwiee affected shall remain valitl
and sui:eieting,

SDC. 44. Repealing Cl,ause. - The provision of Sectiou 7
of Republic Act No. 9372, otherwise known as tl?o "Human
Security Act of 2007', ie hereby amended. Except air otherwiao
exproeily provided. in thie Act, all other lawe, decreeb, executive
orders, ploelamatione and adnrinish:ative regulatious ol parts
thereof inconeietent herewil,h aro hereby repo-aled or lrodifietl
accorrlingly.

Smc, 46, Dffectiuitt, Cl,au,se, - This Act shall tahe offect
fifteen (16) daye after ite publication in at leaet two (2)
national nowspapcra of general circulati.on.

Approved,

I]ELICIANO BE.LMO
Speaker of the House President ofshe

of Representallves
e
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This Act which is a corrsoLidation of Senate Bill No. 2966
aud I-louee Iliil No. 4116 wae fi.nally passed by the Senate and
the Flouee of Representatives on June 6, 2012.

MAIilI,YN B. R AP EMI{,A LIRI IIEYi}S
Secru.tary General

I! ou s e of Repre s e nt ati.ve I
Secretary of tlle Senate

Approved:A[ffi I$B&,tg

""v,r

BEM AQTINO Iri
Prestdent of the Plillippines

o
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LIST OF EXCEPTIONS

For the guldonce of oll govemmenl offices covered by Execulive Order no. 2
(s. 20161 ond lhe genorol publlc, lhe lollowing ore lhe excepllons io lhe dghl ol
occess to informollon, os recognized by the Conslllullon, exisling lows. or

lurisprudence:'

I . lnformotion covered by executlve prlvilege;

2. Prlvlleged lnformotlon relollng to notlonol securlty, defense, or lnlernotlonol
relotlons;

3. lnlormotion concernlng low enlorcement ond prolectlon of public ond
personol solety;

4. hformollon deemed confldentiol for the protection of the privocy ond certoin
indivlduols such os mlnors. vicllms of crlmes or the occused;

5. lnformoiion, docurncnts, or re.cords known by reoson ol ofliciol copocily ond
ore deemed os conlldenliol. including those submllled or disclosed by enlilies
to governmenl ogencies, lribunols ond boords or officers. ln relolion to lhe
performonce of lhelr functlons or lo lnqulres or invesllgollon conducled by
them in lhe exercise of lhelr odmlnlslrolive, regulotory or quosi-judiclol powers;

6. Preludiclol, premoture dlsclosure;

7. Records of procoedlngs or lnlormolion from proceedings whlch pursuont lo
low or relevont rul6s ond regulollons ore treoled os confldenllol or privlleged;

8. Motters consldered conlldenllol under bonklng ond llnonce lows ond lhelr
omendotory lows, ond

9. Olher exceptions lo lhe right lo informotion under lows, judsprudence, ond rules

ond regulollons.

Pursuont lo Secllon 4 o, E.O, 2, lhls ll6t of exceplions sholl periodicolly be
updored to properly reflecl ony chonge ln existlng low ond lurlsprudence ond ihe
Deportment of Jusllce ond lhe Offlce of the Solicltor Generol ore directed lo
updote the llst ot oxceplions os lhe need to do so orisos, for clrculollon.

r Theie excepllont only opply lo ooverhmenlol bodies wilhln lhe conlrol ond tupeNiiion of lhe b(ecutive
deporlment. Unless specillcolly ldentlfled. ihese erceplioni moy bs lnvoked by oll officiolr, otliceR, or smployees ln
lh€ Ex€culiva bmnch ln po$estion ol lhe lelovonl records or inlormolion.

Annex e



Annex D

Designated Personnel for FOI lmplementation

Receiving Officer/s Contact Details:

Telephone No.:

Email address:

Mobile No.:

083-500-8008

polwaterdistrict@gmail.com

0917-1355509 / 0912-3597550

Names of Personnel FOI Designation

Engr. Andresito J. Degilla FOI Ad ministrator

Janice M. Balajadia

Edwin F. lnductivo, Jr.

Moises Michael E. Hollite

Ana Sorita S. Alovera

FOI Decision Maker (FDM) -

Admin/Finance/Commercial Divisions

EnBr. Chester C. De Guzman

FOI Decision Maker (FDM) - EngineerinB &

Operations Department

Maridee Y. Corporal

FOI Appeals and Review Committee (FARC)Arlene B. Dem€tillo

Engr. Ricky C. Raftises

FOI Receiving officers



FOI Request Flow Chart

Annex E-l

'l

I
l--J---l

---1-:,J:1.l-

(\

o Request for Time

Extension

Authorize Release of

Requested

lnformation/Documents

Authorize Release of
Notice of Denial

Written Appeal from

the Requester w/in
15 Calendar Days

fol noquest
>in wrlting
>wlth nameand contact lnformation of requestinS

>reasona bly descrlb€ informatlon requested, andthe
r€ason of. or ourlos€ of.

,RO th.ll
>evaluate lnformation belng requened
>forward copyofrequ€stto FoM withln l day ftom

>recordthe date, time, and nameofFDM who recelved
the request $/lth slgnature ffi

FoM shall
>assess and clarif.ythe request
>locate and retrleve information reqoested
>lnform the fRO to request for an extension oftime
>seek cla rlflcatio n from requestlnt party thru FRO for
further detalls
>enrure complete information reque5ted forwarded
to FRO in 10 daYs

>?ndors€ to th€ AOMINISTRATOR the grant of the
requestelthercompletelyorpartlallY,ordenied

FOI ADMI ISTRATOR sha|I
>make! the fl nal decision on the approval or denial of
the request
>ln case of an appeal, the ADMINISTRATOR upon the
recomm€ndation ofthe FARC thall decide whetherto
approve or deny the appealofthe requ€stor

IABC ihall
>revlew&analyretheSrantordenialofthe requested

>endorse to the ADMINISTRATOR the proper
response/action on the appeal Resolve Appeal

within 30

Working Days

J

I
I
I
I
!
I
I

clarificatory
lnformation
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I
I
I
I
I
I
I
I
I
I
I
I
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a
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REQUESTIN6

PARW

rol
ADMINISTRATOR

FOI APPEALS AND

REVIEW COMMITTEE

{FARC}

FOI

ADMINISTRATOR



Annex E-2
FOI Request Process ln Doys

DAY I DAY 2.4 DAY 5-8 DAY 9.IO DAY 11-t5

RECEIVE REQUEST

c Check if request is volid,
o Stomp received.
! Provide copy to requeslor.
o Plon work needed wiih DM.
CTARIFY REQUEST

(lf necessory)
E lf nol cleor whot informortion is

requested seek clorificotion {l 5
wo*ing doy clock stops).
C Provide oppropriote odvice ond
ossistonce to requeslor.
D When clorificoiion is received,
NEW working doy period storts
g lf no clqrificotion received, close
requesl (ofter 50 doys from receiptJ
ond notify opplicont.
! Forword to DM.

ASSESS REQUEST

u Does the ogency hold lhe
informoiion requested.
I ls the inlormotion okeody
occesible?
E ls the reguest o repeot of o
previous request from the some
opplicont?
[OCATE lNFORMATION
tr Obtoin oll relevonl lnformotion.
! Prepore schedule of oll
informotion locoted.
INFORM / CONSUTT

! Other officiols with key interest.

CONSIDER RESPONSE

o Review content of
documents ond oppiy
relevont exemptions.
r Consider
comment/odvice of
officiols.

CLEARING RESPONSE

D Seek cleoronce from
Administrotor

ISSUE RESPONSE

C Prepore informotion for
feleose - scon or photocopy
documents
I lf opplicont osked for
informotion in o certoin
formot, comply with their
preference, if proclicol.
! Updole FOI trocker ond
sove response.

Notes:

1. This table sets our targets, at various points within the L5 working day response period, for completion of key steps in the process of handling an FOI req! est.

However, il is always impodant to allow sufticient lime for Decision Makers, etc to ciear FOI responses before expiry of the 15 working day deadline.

intended to help with that planning.



FO! Request Form

Polomolok Water District

PORMUIARYO NG KAHILINGAN

FOI Request Form

TITULO NG DOKUMENTO /(Iitle of the Documentl

MGA TAoN/PANAHONG 5AKLAW( /eor):

LAYUN lN/(Pqrpose):

PANGALAN/ (l/arne):

LAGD A / lSi s no tu refi h u m b m o r kl :

TIRAHAN/(Address):

PARAAN NG PAGTANGGAP NG IMPORMASYON/

lHow would you like to receive the inlormation?)
KATIBAYAN NG PAG KAKAKILALAN LAN/(Proof of identity)

E tmail
E F",
E Postal Address

E Pick-up lloflice namel

Passport No:
Driver's License
Other

Gawaing itinalaga kav:
(Submitted to)
Petsa/Oras ng Pagkatalagal

lDqte/Time ol Subm lsslonl

lLumogdo so iboba ng pongolong nakalimbagl

Taong nagpapatunay ng Gawaing Natapos:

lcenlfied bvl
(Lumogdo to ibobo ng pongolong nokollotbogl

Uri ng isinagawang aksyon:

lType ol oction conductedl

Natanggap nil(Received by):

Remarks: FOI Receiving Officer

Annex F-l

CONTACT Nos

PETSA/(Date):_



Annex F-2
Republic of tlte Philippines

POLOMOLOK WATER DISTRICT
ational Highway, Polomolok, South Cotabato

FOI RESPONSE FORM

Date
To:

nequast Status:

I npproved I Approved wfth exemption I Available Online I Request Denied

Notes:

Your right to r€ouest a r€uiu
lf you are unhappy with this response to your FOI request, you may ask us to carry out an internal
review of the response, by writing to ENGR. ANDRESITO J. DEGILIA, General Mana8er. Your review
request should explain why you are dissatisfied wlth this response, and should be made within 15

calendar days from the date when you received this letter. We will complete the review and tell you

the resulL within 30 calendar days form the date when we received your review request.

Fiol Appeab and Review crmmittee:
Response / Action

FOI Administrator Decision:

Approved

EI{GR. ANDRESITO J. DEGII,IA

FOI Administrator



Armor A

I{O WROITG DOOR POLICY TLOWCIIART

-First tdsraf

Uusi be Efened u,ilhir| thrEe
(3) wflldrg days r+ort
recdpf ot FOI rEque*
GAI .n sr l.o.iry wih GA2
uhdto fie i{dmafix! iE
{n$h the ldel:
GAI I'Id ir otm ltle
rEquedinq pa y regading
lhe rEferd:
F.asft p€riod wil apdy lb.
GA2

'Secdrd rEfE rrr'

lihrst bo r&rod w('Jn ltu€o
(3) worY,irg daF rfo.t
rEeirf d fi.st r€reflal
GA2 

'rlrd 
ve,ify lr,fl,l GA3

'rrhc0l€ t|o ift.mdih b
rlhin ltE lde{
GA2 mlrsl ir{o.m $e
rEqudirg p6rty rEgadirE
Oler€@;
Fr€6fi pe.inw appty fo.
GA3

NOTE:

lf GAI fails to refer the request within three (3) working days upon lts receipt, the FOI ReceMng
Officer (FRO) shall act on it within the remaining period to respond pursuant to EO No. 2, s. 2016. No
ftesh period shall apply.

5

Requesting Parly

Procsss FOI Rcquast
(1*35 wotuing d.ys)

Govemment Ag6ncy I (GA1)

Prcper agency?

Govemment Agenry 2 (GA2)

Proper agency?

Govemment Agency 3 (GA3)

Prcper agencfi

Agency shall mark the request
unsuccessful

<-<-- -r

Ii

-,r--
+L

(-

Yes


